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HELLO!
I AM DHIYANESHWARAN

AppSec Researcher at  ProjectDiscovery

You can find me at @DhiyaneshDk
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Agenda
● Introduction to Cloud Security

● Scenario Based Attacks

● Live Demo

● Tools 



Introduction to Cloud Security

● Cloud Security is a set of policies, 
strategies, controls, procedures, and 
practices designed to safeguard the data, 
resources, and applications hosted on the 
cloud.



Why to Learn Cloud Security ?

● Cloud Security is critical since most organizations 

are already using cloud computing in one form or 

another.

● Worldwide end-user spending on public cloud 

services is forecast to grow 20.4% in 2022 to total 

$494.7 billion, up from $410.9 billion in 2021, 

according to the latest forecast from Gartner, Inc

https://www.gartner.com/en/newsroom/press-releases/2022-04-19-gartner-forecasts-worldwide-public-cloud-end-user-spending-to-reach-nearly-500-billion-in-2022#:~:text=IaaS%2C%20DaaS%20and%20PaaS%20to,latest%20forecast%20from%20Gartner%2C%20Inc.


Top Cloud Providers



Demo Time
● These aren’t the access_tokens you’re looking for

● Running Cloudlist with Nuclei

● EC2 Takeover via Misconfigured Reverse Proxy

● Amazon EC2 SSRF 🔥

● Misconfigured GCP Bucket Policy

● Public Buckets by GrayhatWarfare



What’s Common ?

Keys, Tokens, Secrets



These aren’t the access_tokens you’re looking for



Github Code Search   
Where to Look for ?

JavaScript Files & Comments



Running Cloudlist with Nuclei



EC2 Takeover via Misconfigured Reverse Proxy



Amazon EC2 SSRF 



Wrote Nuclei Template 🔥 



Misconfigured GCP Bucket Policy



Public Buckets by GrayhatWarfare



Continuous Monitoring of Attack Surface

Automation Workflow

https://github.com/projectdiscovery/nuclei-action


Open Source Tools for Cloud Security 

1. RhinoSecurityLabs / pacu - Rhino Security Labs

2. nccgroup/ScoutSuite - NCC Group Plc

3. prowler-cloud / prowler - Prowler

4. salesforce / cloudsplaining - Salesforce

https://github.com/RhinoSecurityLabs/pacu
https://github.com/nccgroup/ScoutSuite
https://github.com/prowler-cloud/prowler
https://github.com/salesforce/cloudsplaining


References
● AWS Misconfigurations – Geek Freak

● The Ultimate Guide for Cloud Penetration Testing

● Penetration Testing in the AWS Cloud: What You Need to Know - Rhino 

Security Labs

● GitHub - 4ndersonLin/awesome-cloud-security

● Cloudlist is a tool for listing Assets from multiple Cloud Providers.

https://dhiyaneshgeek.github.io/cloud/security/2022/06/23/aws-misconfigurations/
https://www.prplbx.com/resources/blog/cloud-pentesting/
https://rhinosecuritylabs.com/penetration-testing/penetration-testing-aws-cloud-need-know/
https://rhinosecuritylabs.com/penetration-testing/penetration-testing-aws-cloud-need-know/
https://github.com/4ndersonLin/awesome-cloud-security
https://github.com/projectdiscovery/cloudlist



